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1. OBLIASI XAPAKTEPUCTUKA JUCHHUIIJIMHBI

1.1. AnHoTanus coAepPKAHHUA JHCUHILIHHBI
Jlncuumuinea «MeToZIbl M CHCTEMBI 3alUThl HHpopMaluHu, HHpopMauHOHHas 6e30MacHOCTh»
(MuC3U, VB) oTHocHTCs K 0a30BOM YacTH MPOrpaMMBbl aCIIUPaHTYPhI.

[lenpto aucuMniauHbl  «MeToapl W CHCTEMBI  3alHThI uHpopMauy, HHPOPMALMOHHAS
6€e301acHOCTbY» ABIACTCS U3YUEHHE:

OCHOBHBIX HAIpPAaBJICHWH MH(POPMALMOHHON 3ALUMTBHI, B3IJAAa Ha MHpOpPMALHMIO, KakK 00BEKT
3aIUTHl C BBUICJICHHEM XapaKTEPHLIX CBOWCTB 3aluimaeMoi vH(OpMaunH, KauyeCTBEHHbBIC MOJCIH
HH(DOPMAIHOHHOI 3AIUTHI, HHPOPMALMOHHBIX MPECTYTIEHUH 1 HHPOPMALIHOHHBIX BOIMHAM;

* TEXHHYECKHX CPEJICTB U METOJIOB 3aIMTHI HH()OPMALIHH;

*  QIMMHHCTPHPOBaHHsS KOMIIBIOTEPHBIX CHCTEM H OOECIeUCHHs 3alIUTBI uHpopmauu B
KoMIbIOTepHBIX cetsax nox ynpasnernem OC Windows NT/2000;

«  OpraHM3allAOHHBIX, TEXHOJIOrHYECKMX M NPOrpaMMHO-aNMapaTHbIX MEp 3allHTEbl OT OIacHOi
KOMIIBIOTEPHON HH(OPMALIMH, B IEPBYIO O4Yepe/lb — OT BPEIOHOCHBIX TPOrpaMM JUls OBM.

1.2. SI3bIK peaju3auuu JHCIHILIHHBI — PYCCKHH.

1.3. [lnannpyembie pe3yabTaThl 00y4eHHsI 10 AUCUHTLIHHE
B pesynbraTe OCBOCHHS AMCUMIUIMHBI aCIIUPAHT AOJIKEH:
3nare:
. MOJIeJTH HH(OPMALIMOHHOM 3aIIHTH,
. METOIBI OOHAPYIKEHHS ¥ HEMTPAIN3aLMK CPEJICTB TEXHHUECKOM pa3BeIKH,
. 3HATH OCHOBHbIE CITOCOOBI 3alMTH! KOMITBIOTEPHBIX CHCTEM, OCTPOeHHBIX Ha Gasze OC
Windows NT/2000,
. OCHOBHBIE IIPHEMBI U CIIOCOOBI HECAHKIIHOHWPOBAHHOTO PaCTpOCTPAHEHHUS, BHEAPCHHA H
3arycKa BpPeJIOHOCHBIX TIPOrpamM,
Ymers:
- OTIpe/IeIHTh YrOJIOBHO-MIPABOBYIO XaPAKTEPHCTHKY HEKOTOPBIX HH(OPMAIHOHHBIX
[PECTYMHBIX JACSAHHIH,
. OpraHM30BaTh HHKEHEPHYIO 3aLIMTY H TEXHUUYECKYIO OXPaHy OOBEKTOB
uH(popMaTH3aLUH,
. 0OeCeunBaTh 3aUTy HHQOPMALMHK B KOMIILIOTEPHBIX ceTsX nox ynpasinenuem OC
Windows NT/2000,
. NPHUMEHATH Ha NPAKTHKE METOMBI H TEXHOJIOTHH AHTHBHPYCHOH 3aIUTHL.
Buiajiers (IEMOHCTPHPOBATH HABBIKH U OIIBIT ACATEbHOCTH):
—  ONpEJENUTh YTOJIOBHO-TIPABOBYIO XapaKTePUCTHKY HEKOTOPBIX MH(OPMAaLMOHHBIX
NPECTYMHbIX JACAHUH,
—  OpraHM30BaTh HHKEHEPHYIO 3aLIUTY H TEXHHUYECKYIO OXpaHy 00BEKTOB
MH(pOpMaTH3ALIMH,
— obecreunBaTh 3aMUTY HHPOPMALMHY B KOMIIBIOTEPHBIX CETSX MO YIPaBJICHACM oC
Windows NT/2000,

— IIPUMEHSATH HA NPAKTHKE METO/bI H TEXHOJIOTHH aHTHBHp}/CHOﬁ 3alIUTEI.



1.4. O0beM AHCHHIIHHDI

O0BLeM JHCUHNIHHBI Pacnpegenenune
Ne - o0nLema
. Buasbl yuebroii padoTsi Beero B T.u. Kouramllaﬂ -
YyacoB pabora (uac.) cemecrpe (uac.)
1. | Ayauropuble 3aHSITHS 4 4
2. | Jlekuun 4 4 4
3. | CamocrosiTeibHasi paboTa 104 1 104
ACMHPAHTOB, BKJII0Yasi BCe BH/BI
TeKyleil arrecTauuu
4. | [IpoMeKyTOYHAN ATTECTALIHS 104 1 9
5. | O6mmii o0bem no yuebHomy niamny, 108 108
qac.
6. | Oomuii 00beM Mo yuedOHOMY ILIaHY, 3 3
3.€.

*KontakTHas paboTa COCTaBJIsET:

B /m 2,3, - KOJMYECTBO YacoB, paBHOEe 00beMY COOTBETCTBYIOIIErO BH/IA 3aHATHII;

B NM.4 — KOJMYECTBO YacoB, paBHOe cyMMe 00bema BpPeMEHH, BbIAEIEHHONO NpenojaBare/io Ha KOHCY/bTalUWH B
rpynne (15% ot 00beMa ayIHTOPHBIX 3aHATHIR).

B 1.5 — KOJMYECTBO 4acoB, paBHOe cymme oObeMa BpeMEHH, BhIJEJICHHOr0 Npeno/aBarTelii0 Ha MPOBEJCHHE
COOTBETCTBYIOLIETO BHAA NPOMEKYTOUHON aTTeCTallni OJIHOrO aclupatTa.

2. COIEP)KAHUE JUCHUITJIMHBI

Paznen

Kon
JHCHHIIIHHBI Conepxanue

pa3jaejia

CaoiicTBa HH(pOpMALIUH KaK 00BEKTa 3allHThI.
ConiepxaHue ¥ aHAJIW3 HCTOPHUECKHU CIIOXKHBIIUXCS
HarnpasjieHui HHPOPMAIMOHHOH 3alMTHI.
[TpUHLMIIBI, CTPATErUH ¥ MOJIETH HHPOPMALMOHHON
3aLUTHL.

WNudopMamoHHble ¥ KOMIIBIOTEPHBIE IIPECTYILICHUS.
3ammTa HHQOPMALMH OT YTEUKH 110 TEXHHUYECKUM

OcHOBBI
P1 HHpopMaLHOHHOI
0e30MacHOCTH

Texnuueckue cpeacrsa i | KatalaM. §
P2 METO/bI 3AIHTHI OGHapysKeHHe H HeHTpaTH3aLHs CPE/ICTB.

undopMaLHK TEXHHYECKOH pa3BeKH.

WHkeHepHas 3allMTa U TEXHUUYECKas OXpaHa
00BEKTOB HH(pOPMATH3ALHH.

[IpHHLKIIBI TOCTPOEHHUS COCTABHBIX CETEH.
Crex nporokosos TCP/IP.

O61ast XapakTepHCTHKA yrpo3 6€301acHOCTH B
KOMIBIOTEPHBIX CETAX.

TunoBble 3a1a4n aIMUHUCTPUPOBAHHUS CETEBBIX
P3 Be3zonacHocTh ceTeBBIX cnyx6 B OC Windows 2000-XP.

TeXHOJIOTHil O6ecneuenue HezonacHOCTH HHPOpPMaALMHK B
KOMITBIOTEPHBIX CETAX.

[TpoTokone! ayreHTU()UKALMHE B KOMITBIOTEPHBIX
ceTsx.

BupryajibHble YaCTHbBIE CETH.

CucreMbl 0OHAPYKEHHS CETEBBIX aTakK.
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[ToHsTHE 00 OMacHOH KOMIBIOTEPHOH HH(OPMALKH.
Knaccudukauus BpeIOHOCHBIX MTPOTrpaMM.
Va3BUMBIE MECTA porpaMMHoro obecneuenus IBM,

P4 3amuTa OT BPEAOHOCHBIX | CIIOCOOCTBYIOLHE BHE/IPCHHUIO, COKPBITHIO,
nporpamMm pAaCMpOCTPAaHEHMI0 M 3AlyCKy  BPEIOHOCHBIX

IPOrpamM.
Wzyuenue (GYHKIHMOHATBHBIX BO3MOXHOCTEH

BPEJIOHOCHBIX ITPOTPAMM.

3. OPTAHM3AIIUSI MIPAKTUYECKHX 3AHSITHI, CAMOCTOSITEJIbHON PABOTBI
Mo AUCHUITIJIMHE

3.1. IIpakTH4YecKHE 3aHATHA
He npeaycMoTpeHo.
3.2. IIpumepHasi TEMATHKA CAMOCTOATEILHOI PadOTHI

3.2.1. TIpuMepHBIii NepevueHb TeM pedepaTos

Tematnka pe()epaToB JOJKHA pPacCMATPHBATh AHATUTHYECKHH 0030p Hay4HO-TeXHU4ECKON
JIMTEPaTYphI.

1. ConmepxaHHe W aHAIM3 HCTOPHYCCKH CIIOKHBIIMXCS HarpasjieHuil HH(OpPMaUHOHHOH
3aIIHUTHI.

2. TIpMHIMIIBI, CTPATETHH ¥ MOJIENIH HH(OPMAIIHOHHOMH 3alIUTEI.

3. UHpopMAaLHOHHBIE U KOMIIBIOTEPHBIE PECTYIUICHHUS.

4. UndopmanuoHHble BOXHEI U HHPOPMALHOHHOE OPYXKHE.

5. 3ammTa MHPOPMALIUH OT YTEUKH I10 TEXHUUECKHM KaHasaM.

6. OGHapyKeHUe U HEWTpaTH3alHUA CPEICTB TEXHHIECKOH Pa3Be/IKN.

7. VirokeHepHast 3allUTa M TEXHAYECKAs OXpaHa 00beKTOB HH(POPMATH3ALHH.

8. [IpHHUKIIBI TOCTPOEHHUsI COCTaBHBIX ceTel. Anpecanus B IP-ceTsx. Crex npotokonoB TCP/IP.

9. O6mas XapakTepucTHKa Yrpo3 0e30MacHOCTH B KOMNBIOTEPHBIX CETAX. Tunossle 3ama4yu
ajMuHACTpHpoBaHus ceTeBblx ciyx6 B OC Windows 2000-XP. O6ecneuenne ©O€30MaCHOCTH
UH(pOpMALIMH B KOMITBIOTEPHBIX CETAX.

10. CucreMbl OOHApY)KEHUsSI CETEBBIX aTak. AyauT 0e30MacHOCTH KOMIBIOTEPHBIX CHCTCM H
cereil.

11. Knaccudukanus ¥ TEXHHYECKHE BO3MOKHOCTH BPEIOHOCHLIX MPOrpaMM.

12. Vs3BuMmble MecTa mporpammHoro obecredenusi OBM, crocoOcTBylomue BHEAPCHHIO,
COKPBITHIO, PAaCIIPOCTPAHEHHIO U 3AMYCKY BPEJOHOCHBIX IPOrpamMM.

O6neM pedepara 20-25 CTpaHHIl MAIIHHOIMCHOTO TekeTa popmara A-4.
3.2.2. IpuMepHAas TEMATHKA UHOUGUOYANLHbIX HIIH FPYNINOBLIX NPOEKTOB

He npenycmoTpeHo.

4. ®OHJ] OHEHOYHbIX CPEJCTB JJIsI IPOBEJEHUAA TEKYLIENA U
[IPOMEKYTOYHOMU ATTECTALIMH IO JUCUHUIIIMHE (IIpniokenne 1)

4.1. Kpurepus oleHHBAHHS PE3yJIbTATOB KOHTPOJIbLHO-0IEHOTHBIX MepOoNpHATHI TeKy el
M IPOMEKYTOUYHOI ATTECTALHH 1O XHCIHILIHHE
[IpUMEHSIOTCS. KPATEPHH OLCHUBAHHA AOCTHXXEHHH aCMMPAHTOB MO KaKAOMY KOHTPOJIBHO-
oueHouHOMY MeponpuaTHio. CHCTeMa KPUTEPUEB OLICHHBAHHA ONMPACTCS HA TPH yPOBHSA OCBOCHMA
KOMITOHEHTOB KOMITETEHLIMH: TTOPOrOBbIii, TOBBILICHHBIH, BHICOKHIA.

KoMmoHeHTHI TIpH3HAKH YPOBHS 0CBOEHHS KOMIIOHEHTOB KOMIICTCH M

KOMIIETEeHIHIA MOPOTOBBIi | MOBbIIIEHHDII I BBICOKHIi




3Hanus AcnupaHT J€MOHCTPUPYET
3HAaHUE-3HAKOMCTBO,
3HAHUE-KOIHUIO: y3HAeT
OOBEKTHI, SIBJICHUS U
TOHATHSA, HAXOJHUT B HUX
pa3Iuyus, NPOSBIISET
3HaHHE UCTOYHHKOB
nostyueHus: uHopmauuy,
MO3KET OCYLIECTBIISATh
CaMOCTOSATEIbHO
PENpOaYKTHBHBIC ACHCTBHUS
HaJl 3HAHHUAMH TTyTeM
CaMOCTOSATETIBHOTO
BOCIIPOU3BEJICHHS U
IIPUMEHEHHS HH(OPMALIHH.

AcrnupaHnTt
JIEMOHCTPHPYET
AHAJIMTUYECKHUE 3HAHHA!
YBEPEHHO BOCIIPOU3BOIUT
H IIOHHMAET MOJIyUCHHBIE
3HAHUS, OTHOCUT MX K TOI
WJIH HHOM
KinaccuprKalMOHHON
rpymnmne, CaMOCTOATENIBHO
CHUCTEMAaTU3UPYET UX,
YCTaHABIIUBACT
B3aHMOCBS3H MEX1Y
HUMH, [TPOYKTUBHO
NPUMEHSET B 3HAKOMBIX
CUTyaLHsX.

ACIHHPAHT MOXKET
CaMOCTOATEIbHO
M3BJIEKAaTh HOBBIC 3HAHHSA
M3 OKPYXKAIOLIEro MHpa,
TBOPYECKH HX
MCIIOJIB30BATh IS
NPHHATHS PELICHHH B
HOBBIX U HECTAaHJaPTHBIX
CHUTyalHsX.

NEATETBHOCTH, NPOSBIISIET
Oe3paznuyHoe,
0e30TBETCTBEHHOE
OTHOILUEHHE K yuebe,
IIOPYUYCHHOMY JIEITy

y4eOHOM JIesTeIbHOCTH,
JIEMOHCTPUPYET
MIO3UTHBHOE OTHOILIEHHE K
o0y4eHuio 1 Oyayiuei
TPYJIOBOM JCATEIBHOCTH,
TNPOSIBISET aKTHBHOCTb.

Ymenns ACIHPAHT YMEET KOPPEKTHO | ACIMPAHT yMEET AcCHHpaHT ymeeT
BBINOJIHATE MPEANUCAHHbIE | CAMOCTOATENBLHO CaMOCTOSITEJILHO
JNEHCTBHA 11O HHCTPYKIUH, | BBINOJIHATD JEHCTBUS BBINOJHATE ACHCTBUS,
aJITOPUTMY B U3BECTHOIA (mpHeMBl, OTiepaluu) Mo | CBS3aHHBIE C pelleHHUEM
CHTYallH, CAMOCTOATEIbHO | PELIEHHIO HECTAaHIAPTHBIX | HCCIIEI0BATEILCKUX
BBITIOJIHACT ACHCTBHS 110 3ana4, Tpedyomux 3aja4, IEMOHCTPHPYET
PEILEHHIO THITOBBIX 3a7ia4, | BbIOOpa Ha OCHOBE TBOPYECKOE
Tpebyromux Beidopa u3 KOMOMHAIMU U3BECTHBIX | UCIOJIb30BAHHE YMEHHI
YHCJ1a U3BECTHBIX METOJOB, | METOJIOB, B (TexHosnoruif)
B IIPEJICKa3yeMo HETPe/ICKa3yeMo
H3MEHAIOUIENCS CHTYAllMH | M3MEHSIOLICHCS CHTYallHH

JIuuHocTHBIE | ACNIHPaHT HMEET HU3KYIO ACITHpPaHT UMeEET AcnupaHT umeer
Ka4yecTBa MOTHBALIUIO yueOHOi BBIPaKEHHYIO MOTHBALIMIO | Pa3BUTYIO MOTHBALIUIO

yueOHOH U TpyI0BOH
NEATENbHOCTH,
NpPOSIBIISIET
HACTOMYHBOCTE H
YBJICHYCHHOCTD,
Tpynoodue,
CaMOCTOSITENNBHOCTD,
TBOPYECKHI NOJIXOL.

4.2. OueHounbIe cpeaAcTBa /ISl NPOBEICHHS TEKYLIEil H IPOMEKYTOYHOI ATTeCTALIHH

4.2.1. IlepeyeHb NpHUMEPHBIX BONPOCOB /sl 3a4eTa

He npeaycmotpeno.
4.2.2. IlepeveHb npuMepPHBIX BONPOCOB /sl 9K3aMeHA

1. Bpennas v onacHas ungopmanus B MurepHer.

2 ATakM Ha HH(OpPMAIMOHHBIE CHCTEMBI IIyT€M MEPErpy3KH KaHAJIOB CBS3H M BXOJIHBIX
Oy(epo namsrth. Mcnonp3oBaHnue «IIPOTOKOIOB BEXIUBOCTH Y JUIS pealIu3allii CETEBLIX aTak.

3 @opMBI HE3aKOHHOI'O HCIIOJb30BaHUs WH(OpMalMU. 3aKOHOJATEIbHBIE MEPBI MIPOTHB
HE3aKOHHOTO MCMOJIb30BaHHUs HH(OPMALHH.

4. Buap! u popMel npHMeEHEHUst HHOPMALHOHHO-TEXHOJIOTHYECKOT0 OPYIKHUS.

5. HoxrpuHa uH(popMannoHHOH Ge3onacHocTH PoccHu U peanbHOCTH €€ OCYIIECTBIICHHUS.

6. ['ocymapcTBeHnas cucTeMa 3alllMThl pakaaH W obliecTBa OT OMacHON HH(pOpMALUK

(3aKOHO/ATENBLCTBO U MPAKTHKA).

% Mogens KoMnIekcHON HH(POPMALTHOHHOM 3ALMTEI U €€ 3JIEMEHTHI.
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HH(}OpMALMIO

annaparypbl.

armnaparypabl.

8.
9.
10.
1
12.

13.
14.
13,
16.

17.
18.
19,
20.
Al
22
23.
24.

23,
26.
217.

Moens uHGOpMaHOHHOHN 3aLIUTH] KAaHAJIOB CBA3H.

Yrpo3bl CKPBITOro MH(GOPMAILMOHHOIO BO3ACHCTBUSA HA nosi3oBareneid Murepuer.
DopMBI H METOIBI 3aLUMThI MPU3HAKOBOH HH(OPMALIHH.

Yrpo3bl KOHGUIEHIHATBHOCTH U (JOPMBI HX pealH3aluH.

Mosens HH(GOPMALMOHHOTO HApyIIUTENs, TMOCArarollero Ha KOH(UACHIHATBHYIO
METOlaMH HECAHKLIMOHHPOBAHHOI0 IOCTYIA.

OpraHH3alMOHHO-PACIIOPSAHTEIbHBIE MEPbI HHPOPMALIMOHHON 3aIUHUTBL.
XapakTepHCTHKU TEXHAYECKHX KAHATOB YTeUKH HHPOPMALUH.

3amMTa JUHHI CBSA3H OT B3aUMHOTI'O BJIMSHHUS.

MexanusMpl  MOGOUHOrO  3JEKTPOMArHUTHOrO — M3JYYEHHs  PajMOdJIEKTPOHHOM

CrieKTpbl TOOOYHBIX H3ITyYEHHH.

OGopyi0BaHHE 3a3eMIIAIONIUX yCTPOHCTB.

Yreuka HHGOPMALHOHHBIX CHTHAJIOB Y€pe3 HCTOYHHKH MHTAHHS.

DJIeKTPOMAarHUTHOE KpaHHPOBaHHUE.

CurHaibl ¥ TIOMEXH, FeHepaTopkl LyMa.

DBM Kak HCTOYHHK YTEYKH KOMIBIOTEPHOH HHpOPMALHH.

Kanans! yreuku HH(QOPMALUH H3 KOMIIBIOTEPHBIX MOHUTOPOB.

WHocTpaHHas TeXHMYECKas pa3Be/ika, KJacCHHKalus Mo  THITY MCII0JIE3YEMOi

Knaccuukaums akyCTHUECKHX KAHAJIOB YTE€UKH HHPOPMALHH.
DJIEKTPOAKYCTHUECKHE PeoOpasoBaTeiu.
CpezncTBa mepexsaTa M IIPOTHBOJCHCTBHIO Nepexsary pedeBoH urdopcManuu 10

BO3JIYLIIHOMY KaHaJy.

28.

npOFpaMMHO-ﬂHHapaTHbIC METOJEI MU CpelcTBa BbIACIICHHA peUeBOro CHrHajlla H

aKyCTHUYECKOTO 1IyMa.

29.
30.
31,
32:
33.
34.
33,
36.
37.
38.
39.
40.
41.
42.

O6uapyKeHue 3JeKTPOHHBIX CPEJICTB MOCITYIIHBAHHUSL.

3alUTa aKyCTHYECKONH HH(OPMALINH ITyTEM 3alIyMIICHHS U SKPaHHPOBaHHA.
DIeKTPOMArHUTHOE SKPAHMPOBAHHE MTOMEIICHUH.

Ananorosoe u HQpoOBOe CKPeMOIMpOBaHHE.

BusyasbHblif © HHCTPYMEHTAIbHBIH T0CMOTP MOMCILICHHH.

Be30nacHOCTh MPOBOAHBIX Te/IehOHHBIX KOMMYHHKAIIHH.

[1pOTOKOJIBI IEPEau JAHHBIX U POTOKOJIBI OOMEHa MapLIpy THOH HH(OPMaIHEH.
Crpyxrypa creka TCP/IP. XapaktepucTuka NpOTOKOJIOB. Alpecals B [P-cersax.
TTpoTOKOJ MEKCETEBOro B3aumozehcTaus IP.

[TpOTOKOJ JIOCTABKH MOJIb30BaTENbCKHUX Aektarpamm UDP.

ITpoTokon HaaexHOH noctaBku coobmenuii TCP.

[IpoTokon o6Mena ynpasisioumu coobwenusyu ICMP.

ITpoTtokosbl 0GMeHa MapuIpyTHOH HH(pOpMAaLMeH CTeKa TCP/IP.

Yrpossi 6e3onacnoctu urpopmanuu, FOCT P 51275-99 «3ammura uHopmaun. OOBEKT

undopmatuzanuu. GakTOpbl, BO3ACHCTBYIOMME HA HHPOPMALHIO.

H CCTH.

43,

44,
45.
46.
47,
48.
49,
50.
51.
52.
53.

KJ‘IaCCHCbHKB.U,HH M XapaKT€pHUCTHKa OCHOBHBIX BHIIOB aTakK Ha KOMIIBIOTEPHBIE CHCTEMbI

Hacrtpoiika 6a30BbIX CETEBBIX CIIyXKO M IPOTOKOJIOB.

Vnpasnenue padoyeit cpe/loi 1mois30BaTeis.

Opranusanus nouroBoro, DNS u Web-cepsepos.

MeskceTeBble SKpaHBbl.

DuUnpTpalMy MaKeToB.

ATaku Ha MPOTOKOJIBI U Ci1y>KObl IHTEpHET.

BesonacHast HACTPOIKa KIMEHTCKOrO MPOTrPaMMHOr0 00ecTieyeHHUs.
Amnanuzatop ceteporo Tpaduxa MS Network Monitor.

[IpoTOoKOIBI ayTEHTH()HKALMH B KOMIIBIOTEPHBIX CETAX.

Cxema VPN. Bapuantsi nocrpoenns VPN.
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54.  Tlporoxonsl PPTP, L2TP. llludposaune B PPTP.

55.  Tlporokon SKIP.

56.  Tlporoxon IPSec.

57.  HudpacTpyKTypa OTKPBITHIX KIIOYEH.

58.  3ammura cereBoro Tpaduka ¢ ucnons3oBanueM nporokona IPSec B Windows 2000-XP.

59.  Tlpunuunsl oOHapyxeHus atak. CHTHATYpHI aTak.

60.  Aynurt 6ezonacHocTH. CpecTBa aKTUBHOTO ayIUTa.

61. Merononorus obecrieyeHuss ©Oe30macHOCTH HMH(DOPMAIMOHHBIX ~ TEXHOJOTHH C
npumenenrem I'OCT P MCO/MBK 15408-1-2002 «Mupopmanyonsas TexHoiuorus. Merolrsl
cpencrBa obecreyenus OesomacHocTH. Kpurtepuu OueHKH 0e30macHOCTH HH(OPMALMOHHBIX
TEXHOJIOTHI .

62.  IlpuMeHeHHE NPOrPAMMHBIX CPEJICTB ayAuTa HHOPMALMOHHON G€30MacHOCTH.

63.  BpenoHOCHBI NPOrpamMMHBIH KO JOKYMEHTOB O(MHMCHBIX [PHIOKEHHH H €ro
BO3MOXKHOCTH. MeT0/1bl BUPYCHOTO KOITMPOBAHHM.

64. Peanu3aiys 3alMThl OT BPEIOHOCHOTO MPOrpaMMHOr0 KO0ZIa B TIPUIIOKEHHX 0(UCHOTO
naxketa. He#fiTpanu3auus BpeIOHOCHBIX MAKPOCOB € LEIbIO UX HCCIIEIOBaHHA.

65. MexaHusm ceTeBbIX aTak Ha MuTepHer-Opaysepsl (Ha mpumepe Microsoft Internet
Explorer). MexaHu3Mbl CTATHYECKOTO CKPBITHS BPEIOHOCHOTO MPOrpaMMHOr0 KoJa.

66.  MexaHH3MBI CKPBITHOCTH BPEJIOHOCHBIX MPOrpaMM Ha 3Tare WX BbINOTHCHHS.

67. MexaHU3MBI CKPBITHS, HCII0JIb3YEMbIE COBPEMEHHBIMH MaKPOBHPYCAMH.

68.  Kiaccuukanus H OCHOBHbIE 0COOEHHOCTH pa3/IMUHbIX BHI0B BPEAOHOCHBIX NPOrpaMM.

69. Cnocobbl MNOArOTOBKM BpPEJOHOCHBIX HpOrpaMM K 0€3yClOBHOMY  3aIlyCKy.
HecaHKIMOHMPOBaHHBIN XapakKTep 3amycKa BPeJIOHOCHBIX IPOTrpamMM.

70. BueapeHHe M 3amyCK BpPEJOHOCHBIX IpOrpaMM Ha 2JTamax CcamMOTECTHPOBAHHA
KOMIIBIOTEPA M 3arpy3KH ONepalnoHHol cucTeMbl. CriocoObl aBTOMATHYECKOTO 3aMycka BPeJIOHOCHBIX
MpOrpamMM.

71.  BO3MOXHOCTH NPOrpaMMHBIX 3aKJaJoK. BHIp! M crocoObl MporpaMMHOro nepexsara
KOMITBIOTEPHOH HH(pOPMAaLHH.

72.  Buasl KOMIbIOTEpHBIX HHpEKIMHA. CymHOCTh BUPYCHOTO 3apaKEeHHs M JKU3HCHHBIH
IIUKJT KOMIIBEOTEPHOTO BHpYCa.

73.  Bo03MOXHOCTH H 0COOEHHOCTH CETEBBIX BPEJIOHOCHBIX IIPOrpaMM.

74. [TousiTHe O «TPOSIHCKHUX» TporpamMmax ¥ ux QyHkuusx. [IporpaMMbI-«KOHHEPBI».

75.  Buapl HeCaHKLMOHMPOBAHHOTO KONUPOBAHHS KOMIBIOTEPHOH HHPOPMALHH.

76.  Buapl HapyuieHuit padotsl O9BM co cTOPOHBI BpEZIOHOCHBIX MPOrpamMM.

s Buasl HECaHKIIMOHMPOBAHHOrO OJIOKMPOBAHUS M MOAM(HKAUMHM KOMIBIOTEPHOM
uH(popMaIK BPeJOHOCHBIMHU MPOrpaMMaMH.

78.  TpaauuuoHHBIE CHOCOOBI AHTHBHMPYCHOHM 3alliUThl M CpPaBHHUTENBHAA OLCHKA HX
3 eKTHBHOCTH.

5. YYEBHO-METOJUYECKOE U THO®OPMALIMOHHOE OBECIIEYEHHUE
JUCIUITIIUHBI

5.1. Pekomenayemast JinTeparypa

1. Bakmanos B.B. Bpenenue B unpopmaumonHyio OesomacHocTb. Mojenu H CTpaTeruu
uH(OPMAILMOHHOI 3a1uThl : yueb. nocodue. ExarepunOypr: usa-so ®I'AOY BIIO YpdYV,
2013. 236 c.

2. 3aitueB A. I1. TexHuueckue cpeacTBa U METO/bI 3aUTH HHPopMauuu: YyebHoe nocodue

juist By3oB / A. T1. 3aiiues, A. A. lllenynanos, P. B. Memepskos u zap.; nox pea. A. IL

aitiesa u A. A. lllenynanosa. — 4-e U3, ucnp. u gon. — M.: 'opsyas nunus — Tenexom,

2009.-616 c.

Anziponunk A. H. u jp. 3aumra uHGOpMalMH B KOMIBIOTEPHBIX ceTsAX. IIpakTuieckuit

Kype: YueGuoe nocobue /A. H. Aupponunk, B. B. Bornanos, H. A. Jlomyxosckuii, A. C.

LS ]
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I1.

12.

13.

14.

15.

16.

78

18.

19.

20.

21.

Komnepos, H. WU. Cunanckuii, JI. A. Xopekos, M. 0. Illep6akos; Ilox pexn. H. W.
Cunanckoro. — Exarepunbypr: ®T'AOY BIIO YpdV, 2012. — 248 c.

baknanos B.B. 3amura kommbrioTepHoi HHGOpMAUMH B KIMEHTCKUX MPHIIOKEHHIX:
yuebHoe nocobue / B.B. baknanos. ExarepunOypr: [OY BIIO Yp®V 2013. -84 c.
Baknanos B.B., [ToromapeB M.D. OnacHas koMnbioTepHast HHpopManus: yued. mocodue.
— Exkarepunbypr: ®I'AOVY BIIO VpdV, 2012. — 146 c.

Annponunk A.H., baknanos B.B., HeobyroB C.A., [Tonomapes M.D., Cunanckuit H.W.,
Cobosnes O.H. OcnoBbl KoMmmbioTepHO# U uH(oOpMauuonHoi Oe3zonacHocTH. Yacth 3.
[Ipo6nembr 3amuTel WHGOPMALMH B KOMIBIOTEPHBIX CHCTEMax. Y4eOHO-HarasagHoe
nocodue. — ExatepunOypr: Ypl'V, 2002, — 124 c.

baxnanos B.B., [lyxaun E.H., HeoGytoB C.A., [Tonomapes M.D., Cunanckuii H.J. OcHoOBBEI
KOMITbIOTEpHOH ¥ uH(opManuonHoii 6e3onacuoctu. Yacts 4. IIporpammHo-annapatHbie
Cpe/ICTBA 3allUThl KOMIIBIOTEPHBIX cHcTeM. YueOHo-HarsiHoe nocodue. — ExatepunOypr:
Vpl'Y, 2002. — 76 c.

Pactopryes C. II. OcHoBbl HH(pOpManMOHHOH Oe3omacHocTH: YuedHoe nocobue ms
CTYJIeHTOB BhIcunX yueOHbIX 3aBenenuii / C. I1. Pacropryes. — M.: Akanemus, 2007. — 192
c.

Pactopryes C.I1. ®unocodus nudpopmarontoit Boitasl. M.: 2000 r. — 446 c.

Masypos B.A. KoMmnbloTepHble NpecTyIUIEHHs: KilacCH(HUKaUHA H  CHOCOOBI
NpOTHBOAEHCTBUS: YueOHo-npakTHyeckoe nocodbue. — M.: «[laneotun», «Jloroc», 2002.
— 148c.

Xopes A. A. Texuuueckast 3amura uHpopMauu: yued. nocodue Juis CTyJ€HTOB By30B : B 3
T./ A. A. Xopes — M.: HIII «Ananutukay, 2008.

Topoxuu A. A. OCHOBEI HHXKEHEPHO-TEXHHYECKOI 3auThl HHGopMaruu. M: «Oce-89», 365
o

Xopes A. A. 3ammuTta uHGOpPMALMH OT YTGUKH II0 TEXHHYECKHM KaHajlaM YTEUYKH
nHpopmauuu. Yacte 1. TexHnyeckue kaHaiabl yreukd HHpopmanuu. M.: ['ocrexkxomuccus
Poccun, 1998, 320 c.

Jlronapes B.C., Epmakos K.B., Pyausrit E.B., EpmakoB U.B. Be3omnacHOCTh KOMIBIOTEPHBIX
ceteit Ha ocHoBe Windows NT. — M.: Usnarensckuii otaen «Pycckas Penakuusa» TOO
«Channel Trading Ltd.», 1998. — 304 c.

[Tpockypun B.I'., KpyroB C.B., Maukesuu W.B. [IporpamMmmHo-anmnapatHble cpeicTsa
obecneyeHust HHPOpMAHOHHOK 06€30MacHOCTH. 3alIMTa B ONEPAlMOHHBIX CHCTeMax: Yued.
nocodue st By30B. — M.: Paauo u cBass, 2000. — 168 c.

Kacnepckuii E.B. KoMnbroTepHbIe BUPYCHI: YTO 3TO TaKoe U Kak ¢ HUMH 6opoTkes. — M.: CK
[Ipecc, 1998. — 288 c., ui.

Kacnepckuit K. Texnuka u punocodus xakepekux arax. - M.: «Coion - P», 1999, 272c.
Kpuc Kacnepcku. Ykpowenue Uureprera. —M.: COJIOH-P, 2002. —288 c.

Cxombpeit Ixoen, Max-Knap Crroapt. Cekperst XakepoB. bezonacuocts Windows 2000 —
rotossle petieHus. [lep. ¢ aurn. —M.: Usnarensckuit 1om «Buibsamey, 2002, —464 c.
Crroapt Max-Knap, Iixoen CkemOpeii, [xopmk Kypu. Cekpersl xakepoB. besonacHocTs
ceTeil - roToBble perienus, 2-e usj.: [lep. c aurn. - M.: Usparensckuii fom "Bunbsamc”, 2001.
-656 c.

5.2. MeToanyeckue pa3padoTku

1.

2.

Cunanckuit H.M. BezonacHocth onepauuonusix cuctem. YMK, 2007. Meraanusie pecypca
Ne7029.

Cunapcxuii H.M. YueOHo-MeToau4uecKuit KOMIUIEKC JUCHUIUINHBL "3aiuTa HHPOpMalH B
KOMIIBIOTEepHBIX ceTax" [Dnexkrponnslit pecype] / H. U. Cunanckuii ; ®enep. areHTCTBO 110
obpasoBaHuio, Ypain. roc. yH-T um. A. M. Topekoro, MOHI[ "Wudopmanuonnas
OeszonacHocTs" [M ap.] — DnekTpoH. aaH. (13,3 M6) .— ExarepunOypr : [6. u.], 2008 .— 1
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SMeKTpoH.  onT. guck  (CD-ROM) .— 3arn. ¢ sTukerkn  amcka . —
<URL:http://elar.urfu.ru/handle/10995/1654>.

3. Cunanckuit H. U. Cneumanmsuposanuble NporpaMMHO-anmapaTHble CpeACTBa 3alHThl
uHpopmanuu / Cunamckmit HU. — 2008. — 3 KopriopaTUBHO# cetH YpdY —
<URL:http://study.urfu.ru/view/Aid_view.aspx?AidId=11071>.

5.3. Ilporpammuoe oGecnevenne
1. Microsoft office (Word, Excel, Power point);
2. Adobe Reader.

5.4. basbl AaHHBIX, HHPOPMALHOHHO-CIIPABOYHBIE H TOMCKOBBIC CHCTEMbI
1. ScienceDirect: http://www.sciencedirect.com:
2. Web of Science: http://apps.webofknowledge.com:
3. Scopus: http://www.scopus.com;
4. Reaxys: http://reaxys.com;
5. Ilonckopas cucrema EBSCO Discovery Service http://lib.urfu.ru/course/view.php?id=141:
6. OesiepabHblit HHCTHTYT IPOMBILLIEHHOH coGeTBeHHOCTH http:/www ] fips.ru:
7. UnTennexTyanbHas nouckosas cucrema Hurma,P® | pexum poctyna: http://www.nigma.ru.

3.5. JJIeKTPOHHbIE 00pa3oBaTeIbLHBIE PecypCbl

. 3oHaNbHas HayyHas 6ubimoreka http:/lib.urfu.ru;

. Karanorn 6ubmoteku http://lib.urfu.rw/course/view.php?id=76:

. DneKTpoHHBI Katanor http://opac.urfu.ru:

. DNIEKTPOHHO-OUGIMOTEYHBIE CHCTEMBI http:/lib.urfu.ru/mod/resource/view.php?id=2330:
- DNIEKTPOHHBIC Pecypchl CBOGOAHOrO AocTymna http:/lib.urfu.ru/course/view.php2id=75:

- DJIEKTPOHHbIE PecypesI 1o moAmnucke http://lib.urfu.ru/mod/data/view.php?id=1379.

Sy L B —

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE AUCIHUITIJIMHBI

6.1. CBeteHns 00 0CHAMEHHOCTH JHCIHILTHHbI CMEeNHATH3HPOBAHHBIM H JIAGOPATOPHBIM
obopynoBanuem
Ypaibckuii (enepanbHelil YHUBEPCHTET HMEET CHELHaNbHBIE MOMEIICHHS JUIsL TIPOBEICHHS
3aHATHH JIEKIMOHHOTO THIA, TPYNMOBLIX M HHAMBHAYAILHBIX KOHCYJIbTALHIA, TEKYIIEro KOHTPOJIS H
MPOMEXKYTOYHOH aTTECTALINH, A TAK)Ke MIOMEIIEHHS JUIS CAMOCTOATENLHOM PaGOThl M MOMEIICHHS Ui
XPaHCHHS H TIPODUIAKTHYECKOrO 06CITyKUBAHHS 060Dy LOBAHHS.
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